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I. Introduction  

This Manual, combined with the Privacy and Data Protection Policy (Policy) and eventual 

further regulation, is part of the Data Protection Governance Program of Ventura Petróleo S.A. 

(Ventura or Company) and is mandatory to all its employees, members of Committees, members 

of the Executive Board, interns, and third parties.  

The Program aims to provide Ventura members sufficient elements to use and process 

personal data and documents and to guarantee to clients and data holders the due security and 

secrecy of their information, within the limits set forth by the Brazilian General Data Protection 

Law (LGPD).  

The Policy and the Manual consolidate guidelines and regulate proceedings necessary to 

apply internal mechanisms of information security, guaranteeing the professional, legal, and 

corporate secrecy, and putting in practice all the principles and obligations set forth by the LGPD. 

It also contains the policies regarding security incidents and cookies. Therefore, the Manual is a 

guide to comply with the LGPD and to the effective preservation of secrecy. Privacy and Data 

Protection, which is also mandatory, and the good practices guide are separated documents that 

integrate the Program.  

Doubts and omitted cases should be forwarded, at first, to the Data Protection Officer 

(DPO) or Encarregado, Willemberg Sousa, who can be contacted in person or by e-mail 

encarregado@venturapetroleo.com.br. However, whenever the aforementioned doubts or 

omissions involve data from people who are not members of the Company, the Compliance 

Committee may be consulted.  

II. Applicability of the LGPD 

What is the Law about?  

LGPD sets forth the processing of personal data, such as name, identity number, ethnicity, 

religious belief, including in digital means, by a natural person (that performs an economic 

activity) or by a legal entity. Its main objective is to protect the fundamental rights of liberty and 

privacy.  



 
According to the law, data processing is any operation performed with personal data, such 

as the collection, production, reception, classification, use, access, reproduction, transmission, 

distribution, processing, archiving, storing, deleting, evaluating, or controlling information, 

modifying, communicating, transferring, diffusing or extracting. 

In what cases is the LGPD applicable? 

The LGPD applies in any operation of personal data processing, provided that one of the 

following cases occur: 

i. the data processing has been carried out in the national territory;  

ii. the data processing is conducted to offer or supply goods and services, or the processing 

of data of individuals located in the national territory; and  

iii. the personal data has been collected in the national territory (the holder was in the 

national territory at the time of the collection). 

The processing includes, for example, the collection and use of personal data from 

partners, employees of the hired companies, employees, suppliers, or clients. Also, Ventura likely 

processes personal data as a party in judicial or administrative proceedings and by signing 

contracts.  

III. Definitions 

Personal data: information relating to an identified or identifiable natural person;  

Sensitive personal data: personal data relating to ethnic or racial origins, religious 

conviction, political opinion, affiliation to a trade union or organization of a religious, 

philosophical or political nature, data relating to health or sexual orientation, genetic or 

biometric data, when associated to a natural person;  

Anonymous data: data relating to a holder that cannot be identified, considering the use 

of reasonable technical means available at the time of the data processing;  

Database: a structured set of personal data, established in one or several places, in 

electronic or physical means;  



 
Holder: natural person to whom the processed personal data refer;  

Controller: natural or legal person responsible for the decisions regarding the processing 

of personal data;  

Operator: natural or legal person that processes personal data on behalf of the controller;  

Data Protection Officer (DPO): person indicated by the controller and operator to act as 

a communication channel between the controller, the holders, and the National Data Protection 

Authority (ANPD). 

Data processing agents: the controller and the operator;  

Data processing: any operation performed with personal data, such as those relating to 

the collection, production, reception, classification, use, access, reproduction, transmission, 

distribution, processing, archiving, storage, elimination, evaluation or control of the information, 

modification, communication, transference, diffusion or extraction;  

Anonymization: use of reasonable technical means available at the time of the data 

processing, whereby data loses the possibility of an association, directly or indirectly, with an 

individual;   

Consent: free, informed, and unequivocal manifestation by which the data holder agrees 

with the processing of their personal data for a determined purpose;  

Blockage: temporary suspension of any processing operation, by saving the personal data 

or database;  

Elimination: exclusion of the data or the dataset stored in a database, regardless of the 

procedure used;  

International data transfer: transfer of personal data to a foreign country or an 

international organization of which the country is a member;  

Shared use of data: communication, dissemination, international transfer, and 

interconnection of personal data, or shared data processing of personal databases by public 



 
bodies and entities in compliance with their legal competencies, or between them and private 

entities, reciprocally, with specific authorization, to one or more data processing modalities 

allowed by these public bodies, or between private entities;  

Data Protection Impact Report: document from the controller that contains the 

description of the procedures of data processing that may create risks to the civil liberties and 

the fundamental rights, as well as measures, safeguards, and risk mitigation mechanisms;  

Research body: body or entity of the direct or indirect public administration, or non-profit 

legal entity legally constituted under the Brazilian law, with headquarter and jurisdiction in the 

country, that includes in its institutional mission or social or statutory purpose, basic or applied 

research of historical, scientific, technological or statistical nature;  

National Data Protection Authority (ANPD): public administration body responsible for 

overseeing, implementing, and supervising compliance with the LGPD throughout the national 

territory. 

IV. Principles 

Purpose: data processing for legitimate, specific, explicit, and informed purposes, without the 

possibility of further processing that is incompatible with these purposes;  

Adequacy: compatibility of the data processing with the purposes informed to the holder, 

according to the context of the processing;  

Necessity: limiting the data processing to the minimum necessary to accomplish the purpose of 

data processing, encompassing pertinent, proportional, and not excessive data collection;  

Free access: guarantee, to the holders, of easy and free consultation of the form and the duration 

of the data processing, as well as the integrity of their personal data;  

Quality of the data: guarantee, to the holders, of accuracy, clarity, relevance, and up-to-date 

data, whenever necessary and for the fulfillment of the purpose of its processing;  



 
Transparency: guarantee, to the holders, of clear, accurate, and easily accessible information 

about data processing and the respective data processing agents, observing commercial and 

industrial secrets;  

Security: use of technical and administrative measures capable of protecting personal data from 

unauthorized access and accidental or unlawful situations of destruction, loss, alteration, 

communication, or dissemination;  

Prevention: adopting measures to prevent damages as a result of the personal data processing;  

Non-discrimination: data processing will not be used for illegal or abusive discriminatory 

purposes;  

Liability and accountability: demonstration, by the agent, of the adoption of effective measures 

capable of proving the respect and compliance with the rules that protect personal data, and 

even of the effectiveness of these measures.  

V. Data processing authorization  

There are several legal cases, outlined in Article 7 of the Law, that allow data processing 

without specific authorization, for example, when it is necessary to comply with legal or 

regulatory obligation; and the execution of the contract or preliminary proceedings related to 

the contract of which the holder is part, on the request of the holder; and/or for the regular 

exercise of rights in a judicial, administrative or arbitral proceedings. In any of these cases, the 

consent of the holder is unnecessary to process their data.  

Request for authorization to use and share data 

The Company, if necessary, will seek to obtain the holder’s specific authorization to share 

their data. 

How data holders can make requests   

The holder may exercise any of the rights set forth in Article 18 of the Law at any time, 

through a written requisition addressed to the physical address of the Company or the e-mail 

encarregado@venturapetroleo.com.br. 



 
This warning must be included Company’s website.  

Under the LGPD, the data holder has the following rights: I - confirmation of data 

processing; II – access to data; III - correction of incomplete, inaccurate, or outdated data; IV - 

anonymization, blocking, or elimination of unnecessary and excessive data or data that is being 

processed against the Law; V – portability of the data; VI – elimination of personal data processed 

without the consent of the holder, apart from the cases set forth in Article 16; VII - information 

about shared data; VIII - information about the possibility of not consenting and the 

consequences of the refusal and; IX - withdrawal of the consent, according to Article 8, paragraph 

5 of the LGPD.  

How to respond to requests   

According to the Law, once the data holder makes a request, it must be answered within 

a reasonable period. While there is no specific regulation that determines the maximum time for 

response, the Company established 10 working days to respond to requests, extendable for an 

equal period, provided that the extension is justified and informed to the holder.  

The DPO may consult other employees and teams of the Company to respond to the 

holder’s request. Any denial of assistance, either formal or not, may be analyzed by the 

Compliance area and/or the Compliance Committee and may subject the team(s) or employee(s) 

to disciplinary sanctions set forth in the Company’s regulations and the labor legislation.  

The holder will receive written information about the status of their request until it is fully 

responded or denied.  

VI. Data flow  

The flowcharts l to this manual are divided by company areas, considering the 

organization chart of the Company, and contain information regarding the collection, processing, 

transfer, sharing, the purpose of the treatment, data storage, and termination of the data 

processing.  



 
The flowcharts may be updated according to changes and improvements in the 

company’s areas, but they are of restricted access.  

VII. Data classification  

Personal data 

Personal data is any information relating to an identified or identifiable natural person 

Sensitive data 

Sensitive data is any personal data relating to ethnic or racial origins, religious convictions, 

political opinion, affiliation to a trade union or organization of a religious, philosophical, or 

political nature, data relating to health or sexual orientation, genetic or biometric data, when 

associated to a natural person. 

Confidential data  

Confidential data is data that falls under a constitutional and/or legal hypothesis of 

secrecy or court seal, for example, data protected by professional, fiscal, banking, telephone, and 

telematic secrecy, personal data held by the government, and data that can put their holder at 

risk, such as information regarding assets. Also, information that is classified as essential to the 

security of the society and the State, as set forth by the Access to Information Law (LAI).  

VIII. Risk assessment – risk matrix  

 
Each area of the company, together with the Information Technology area, is responsible 

for its risk assessment, according to the risk matrix. The access to this analysis will be restricted 

to the corresponding areas of the company, the DPO, and the Compliance area. It may be shared 

with IT, which may assist on the risk classification, and will be necessarily shared with the 

Compliance Committee.  

IX. Cookies  

Cookies are small files sent by websites and saved in the user’s computer, through the 

browser used for access.  



 
To improve the user’s experience and allow the identification of some information, such 

as the location from where the user accesses the website and what content the user visits on our 

website, we use tracking cookies. These cookies are also used to set the preferred language in 

which our website will be displayed.  

We use cookies in connection with Google Analytics. This is a Google tool generally used 

with Google Ads and Google Search Console to anonymously monitor the profile of those who 

access our website, the most accessed pages, origin access, and other data.  

Cookies option 

The user will have the option to accept all cookies, reject all, or each one of them. The 

user will be warned that ignoring the cookies warning will imply acceptance. In this case, the 

cookie warning bar will be available, but it will not prevent navigation on the website.  

Cookie warning  

In addition to the information in the Policy, when accessing our website, the user will be 

informed about all types of cookies that we use and will have the option to choose which ones 

to accept. Depending on the choice made by the user, the website will store the information and 

will not ask this anonymously identified user again.  

The cookie warning will contain the phrase: “We use cookies and similar technologies, 

among other reasons, to improve your experience on our website and to allow the identification 

of some information. You can choose which cookies to accept or reject. When accepting, you 

agree to the monitoring and to the terms of our Privacy Policy, which can be accessed here”. 

Which cookies do we use? 

On the website, the user will have the option to choose and accept the following cookies, 

used by the Company and defined by Google Analytics:  

a) “_ga” – used to track and count the views on the website;  

b) “_gat_ua-140537673-1” – used to store and track sessions;   

c) “gid” – used to track and count the views on the website;  



 
d) “pll_language” – used to identify in which language the website will be displayed, 

based on the previous preferences of the user;  

X. Information security  

The policy and the good practices guide are part of the PGPD and must be observed by all 

employees. These documents contain rules and suggestions on how to improve the safety of 

personal or non personal data, processed by the Company, and are fundamental to the 

governance program. The purpose is to increase not only the safety of the Company, but of the 

individuals who are part of it or that do business with it. These documents contain information 

regarding technology measures used by Ventura to protect personal data processed by the 

Company, as well as the actions that its employees must take to protect personal data.  

Reading these documents is mandatory for all employees. Failure to follow the rules set 

forth in the policy or trying to violate them can subject the employee to the sanctions set in the 

rules of the company, as well as in the applicable legislation, including labor and criminal laws.  

XI. Response Plan to Security Incidents  

What is a security incident?  

A security incident with personal data is any adverse event, confirmed or under suspicion, 

related to a breach in the security of personal data, such as accidental or unauthorized access to 

data that result in the destruction, loss, alteration, leakage, or any kind of inadequate or illicit 

processing of data, which may risk the rights and freedoms of the holder of personal or 

confidential data.  

The Governance Program for Data Protection and Privacy aims to prevent any adverse 

event related to information security. However, in the event of an incident, the guidelines set 

forth in this Chapter must be followed.  

Response team and support areas  

Ventura will define which employees will be part of the response team or who is the 

employee responsible for handling potential incidents alongside the DPO. In addition, the 



 
Company will indicate the support areas, such as Production, Information Technology (IT), and 

the DPO.   

In case of an adverse event, confirmed or under suspicion, related to the violation to the 

security of personal or confidential data, the first person that suspects it must communicate the 

DPO, who will contact and inform the members of the areas potentially affected or related to the 

incident. The Compliance Area must also be informed. This team will evaluate the severity of the 

incident, potential or confirmed, and report it to the Compliance Committee.  

Investigation 

If a security incident occurs, the Company will investigate to discover its cause and 

identify, collect and preserve evidence of the incident. It will also provide evidence of the 

investigation process, indicating which measures were taken to eliminate or minimize the risk of 

sanctions and compensations.  

An incident may be detected, for example, through (i) reporting by data subjects; (ii) use 

of automated tools that detect leaks and/or attempts to invade the electronic of physical systems 

of the Company; (iii) operator reporting or; (iv) third party notification.  

The investigation proceeding will be conducted in a safe, ethical, transparent, efficient, 

and confidential manner, observing the legal limits.  

Once the Company identifies a potential incident, the internal investigation will observe 

the following steps, if applicable, and in the order that the investigation team deems most 

appropriate:  

 Witness testimony;  

 Inspection of corporate devices: corporate devices used by the employees both 

inside and outside the company will be analyzed, if necessary;  

 Report: will be produced based on reasoned conclusions, without making a value 

judgment;  



 
If the incident indicates the potential commitment of an unlawful act, the Company may 

take measures such as the report to authorities and labor punishment.  

Restraint, elimination, and recovery  

To cease the cause of the incident, when possible and/or appropriate, the Company will 

adopt short and long-term restraint measures. Short-term measures are immediate responses to 

prevent that the incident causes or continues to cause damages or to reduce them. The long-

term measures encompass the restoration of the Company’s systems to their normal condition 

after neutralizing or solving the fact that generated the incident.   

Restraint measures may comprehend, for example:  

 Interruption of the data system affected;  

 Collection of damaged equipment;  

 Restraint and/or suspension of access to the Company’s systems;  

Depending on the severity of the incident, the Company may require judicial orders to 

cease it or to assist in the investigation of the unlawful act. Moreover, the Company may restore 

the affected systems, depending on the severity and the nature of the incident. If necessary, 

possible, and convenient, the Company may also update and improve its systems to prevent a 

new incident of the same kind.  

After verifying the integrity of the systems after the incident, the Company will measure 

losses of data and/or systems. To prevent further damage and ensure the prompt re-

establishment of the normal information flow, the Company will maintain backup copies in a 

cloud system or secure storage.  

Communicating the ANPD  

i. In which situation should the Company communicate the ANPD? 

If an incident may, even potentially, risk or damage the data holder, the Company must 

report it to the ANPD. It should be noted that the communication must be made even if there is 



 
a mere suspicion of the incident, and that eventual evaluation of the damage resulting from the 

incident may be considered a violation of the LGPD.  

The ANPD suggests that the Company answers the following questions to determine 

whether the communication is necessary or not:  

1. Has a security incident related to personal data occurred?  
☐Yes– Next question. 
☐No – It is not necessary to communicate with the ANPD if there was no security 
incident related to personal data.  
 
2. Is there a relevant risk or damage to the rights and individual liberties of the data 

holders affected by the security incident?  
☐Yes – Communicate with the ANPD and the data holder.  
☐No – It is not necessary to communicate with the ANPD if the person responsible 
for the data processing can irrefutably demonstrate that the breach of personal data 
security is not a relevant risk to the rights and liberties of the data holder.  

ii. How to communicate an incident and what information should be 
reported to the ANPD? 

The communication to the ANPD must be made by filling out a form and electronic 

petition1.  

According to Article 48 of the LGPD, the controller (and eventually the operator) is 

responsible for communicating the ANPD and the data holder. This communication, that can be 

complemented at a later time, must take place within a period to be defined by the ANPD and 

must address, at least, the following topics:  

a. description of the nature of the personal data affected;  

b. information about the data holders involved;  

c. technical and safety measures used to protect data observed commercial and 

industrial secrecy;  

d. risks related to the incident;  

e. the reasons for the delay, in case the communication is not immediate,  

 
1 For more information about the filing, access the link: https://www.gov.br/secretariageral/pt-br/sei-
peticionamento-eletronico  



 
f. measures that were or will be taken to revert or mitigate the effects of the harm; 

iii. How soon should the ANPD be communicated?  

The LGPD determines that the communication of the security incident be made within a 

reasonable period (Article 48, paragraph 1), to be defined by the ANPD. Although there is no 

regulation in this regard so far, the communication demonstrates transparency and good faith, 

and may be taken into consideration by the agency in an inspection and/or potential 

administrative sanctioning.  

While regulation is pending, it is recommended that, after becoming aware of the adverse 

event and if there is a relevant risk, the Company should communicate to the ANPD as soon as 

possible, considering, as a mere indication, the period of 2 (two) working days, counting from the 

date of the knowledge of the incident. This deadline was established as a parameter in the 

definition of communication, in Decree no. 9,936/2019, due to the necessity of managing security 

incidents with personal data by the ANPD and the damaging consequences that may occur as a 

result of the delay in the restraint and mitigation measures.  

Communication to data holders and partners 

Data holders must also be informed about security incidents.  

The ANPD has not yet determined a deadline for such measure, nor the cases in which 

the communication to data holders may be dismissed. However, the Company will inform holders 

whose data has been improperly accessed by non-Company members within 5 (five) working 

days  

Report on the security incident  

At the end of the investigation phase and after the communication to the data holder 

and/or the ANPD, the Company will produce a report, summarized or detailed, which must 

contain:  

 Description of the incident;  

 The investigation team;  



 
 Generated impacts identified;  

 Conclusions of the investigation;  

 Restraint measures adopted;  

 If the incident was communicated or not (if positive, the communication must be 

attached to the report); and 

 The improvement and prevention measures to be taken, if necessary. 

The report must be filed and sent to the Compliance area for evaluation. The Compliance 

area will send it to the Compliance Committee and, at its discretion, the report may be shared, 

in whole, in part, or with redactions, with some or all members of the Company. The document 

is part of the Compliance Program and must be mentioned, if appropriate and possible, in future 

training. It is an opportunity to learn from mistakes, if there were any, and to implement changes 

in the Compliance Program and the rules and training related to it.  

XII. Training  

Ventura must broadly disclose the Privacy and Data Protection Policy, including on its 

website, and this Manual, to all those subject to its terms.   

The DPO is responsible for developing and implementing the training program on LPGD 

and Information Security, which must consider the needs of different employees of the Company, 

according to their jobs and positions.  

After the initial training, the DPO will monitor the implementation of training for new 

employees, according to their needs. The Compliance and Internal Audit areas may, at their 

criteria, monitor the implementation and training related to the PGPD. Likewise, they may 

prepare reports to be submitted to the Compliance Committee.  

Training must be given to new employees upon their admission and periodically to other 

members.  



 
XIII. Penalties 

All members of the Company are ethically and legally obliged to comply with the culture 

and the procedures for the protection of personal and confidential data. It will prevent the 

imposition of penalties by the ANPD and may ease them in case of non-compliance with the Law.  

If there is a violation of the LGPD, the ANPD will apply the sanctions set forth in Article 53 

of the Law, which range from a warning, indicating a deadline to take corrective measures, or the 

total or partial prohibition of activities related to data processing.  

The application of any penalty may significantly impact the Company’s activity both in the 

financial and the reputational aspects, in addition to potentially generating civil repercussions.  

It must be noted that the ANPD should consider parameters such as nature and severity 

of the acts and the rights affected, internal mechanisms to correct the situation and protect data; 

prompt adoption of measures; good faith; extension of the damage; economical condition of the 

offender, adoption of good practices and governance policy in data protection; relapse; 

proportionality of the sanction; cooperation of the offender and advantages gained or intended 

by the offender.  
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