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I. Introduction  

 

This Data Protection and Privacy Policy (“Policy”) reaffirms the commitment of Ventura Petróleo 

S.A. with the Brazilian General Data Protection Law (LGPD), Law no 13.709/2018, and to its Governance 

Program for Data Protection and Privacy (PGPD) in all its environments. Among other aspects, the Policy 

focuses on clarifying how personal data is collected, used, and shared by the Company, in addition to 

presenting the rights of the data holders and how to pursue them.  

II. Glossary  

Personal data: information relating to an identified or identifiable natural person;  

Sensitive personal data: personal data relating to ethnic or racial origins, religious conviction, 

political opinion, affiliation to a trade union or organization of a religious, philosophical or political nature, 

data relating to health or sexual orientation, genetic or biometric data, when associated to a natural 

person;  

Anonymous data: data relating to a holder that cannot be identified, considering the use of 

reasonable technical means available at the time of the data processing;  

Database: a structured set of personal data, established in one or several places, in electronic or 

physical means;  

Holder: natural person to whom the processed personal data refer;  

Controller: natural or legal person responsible for the decisions regarding the processing of 

personal data;  

Operator: natural or legal person that processes personal data on behalf of the controller;  

Data Protection Officer (DPO): person indicated by the controller and operator to act as a 

communication channel among the controller, the holders and the National Data Protection Authority 

(ANPD). 

Data processing agents: the controller and the operator;  

Data processing: any operation performed with personal data, such as those relating to the 

collection, production, reception, classification, use, access, reproduction, transmission, distribution, 
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processing, archiving, storage, elimination, evaluation or control of the information, modification, 

communication, transference, diffusion or extraction;  

Anonymization: use of reasonable technical means available at the time of the data processing, 

whereby data loses the possibility of an association, directly or indirectly, with an individual;   

Consent: free, informed, and unequivocal manifestation by which the data holder agrees with 

the processing of their personal data for a determined purpose;  

Blockage: temporary suspension of any processing operation, by saving the personal data or 

database;  

Elimination: exclusion of the data or the dataset stored in a database, regardless of the 

procedure used;  

International data transfer: transfer of personal data to a foreign country or an international 

organization of which the country is a member;  

Shared use of data: communication, diffusion, international transfer and interconnection of 

personal data, or shared data processing of personal databases by public bodies and entities in compliance 

with their legal competences, or between them and private entities, reciprocally, with specific 

authorization, to one or more data processing modalities allowed by these public bodies, or between 

private entities;  

Data Protection Impact Report: document from the controller that contains the description of 

the procedures of data processing that may create risks to the civil liberties and the fundamental rights, 

as well as measures, safeguards, and risk mitigation mechanisms;  

Research body: body or entity of the direct or indirect public administration, or non-profit legal 

entity legally constituted under the Brazilian law, with headquarter and jurisdiction in the country, that 

includes in its institutional mission or social or statutory purpose, basic or applied research of historical, 

scientific, technological or statistical nature;  

National Data Protection Authority (ANPD): public administration body responsible for 

overseeing, implementing, and supervising compliance with the LGPD throughout the national territory. 
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III. Who is the Controller and the Operator? 

Ventura can be considered the Controller and the Operator of Personal Data, according to the 

LGPD definitions. In any of the functions, the Company is committed to the protection of the right to 

privacy and compliance with the rules regarding the protection of personal data.  

Communications to Ventura and/or the Data Protection Officer can be sent to: 

a. Ventura Petróleo S.A., CNPJ/MF no. 01785706/0001-79, located at Avenida Lacerda 

Agostinho, 1205, Virgem Santa, Macaé, CEP: 27.948-005.  

b. encarregado@venturapetroleo.com.  

The rules provided by this Policy must be observed by all members of Ventura in their activities.  

IV. Who is the Data Protection Officer? 

As described in the Glossary, the Data Protection Officer (DPO) is the person indicated by the 

controller and operator, in this case, Ventura, to act as a communication channel among the controller, 

the data holders and the National Data Protection Authority. The DPO is responsible for:  

a. accepting complaints and communication from the holders, providing clarifications, and 

taking additional measures;  

b. receiving communication from the national authority and taking additional measures;  

c. instructing members of Ventura on practices related to the protection of personal data; 

and  

d. performing other tasks determined by the controller or established in complementary 

rules by the national authority.  

At Ventura, the Data Protection Officer is Willemberg Souza, who can be contacted through the 

e-mail address and the physical address outlined above.  

V. What are our commitments regarding privacy and protection of personal data?  

Ventura complies with the rules and principles set forth by the LGPD, aiming to guarantee the 

protection of the data supplied by data holders directly to the Company or shared with it.  
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While carrying out its activities, Ventura incorporates the objectives set forth by the LGPD, which 

are the protection of the fundamental rights of freedom, privacy, and the free development of the 

personality, as well as the security of the information collected. 

Ventura is committed to the protection of the personal data it processes and carefully observes 

all the principles set forth by the LGPD:  

a. purpose: data processing for legitimate, specific, explicit, and informed purposes, without 

the possibility of further processing that is incompatible with these purposes;  

b. adequacy: compatibility of the data processing with the purposes informed to the holder, 

according to the context of the processing;  

c. necessity: limiting the data processing to the minimum necessary to accomplish the 

purpose of data processing, encompassing pertinent, proportional, and not excessive data 

collection;  

d. free access: guarantee, to the holders, of easy and free consultation of the form and the 

duration of the data processing, as well as the integrity of their personal data;  

e. quality of the data: guarantee, to the holders, of accuracy, clarity, relevance, and updating 

of the data, whenever necessary and for the fulfillment of the purpose of its processing;  

f. transparence: guarantee, to the holders, of clear, accurate, and easily accessible 

information about data processing and the respective data processing agents, observing 

commercial and industrial secrets;  

g. security: use of technical and administrative measures capable of protecting personal data 

from unauthorized access and accidental or unlawful situations of destruction, loss, 

alteration, communication, or dissemination;  

h. prevention: adopting measures to prevent damages as result of the personal data 

processing;  

i. non-discrimination: data processing will not be used for illegal or abusive discriminatory 

purposes;  
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j. liability and accountability: demonstration, by the agent, of the adoption of effective 

measures capable of proving the respect and compliance with the rules that protect 

personal data, and even of the effectiveness of these measures. 

VI. In what cases is the LGPD applicable? 

The LGPD applies in any operation of personal data processing, provided that one of the 

following hypotheses occurs: 

i. the data processing has been carried out in the national territory;  

ii. the data processing is conducted to offer or supply goods and services, or the processing of data 

of individuals located in the national territory; and  

iii. the personal data has been collected in the national territory (the holder was in the national 

territory at the time of the collection). 

The main methods personal data processing can be identified, for example, in the selection and 

hiring of employees, in the execution of contracts with suppliers and partners, in the relationships with 

clients, etc.  

VII. Under what circumstances will Ventura process data? 

Ventura may only process personal data in the following cases:  

i. with the consent of the holder, which is considered to be the unequivocal expression of the data 

holder’s agreement to the processing of the data provided. In case there is any change as to the 

purpose of the processing, in a way that is no longer compatible with the original consent, the 

holder will be informed and may revoke their previous manifestation;  

ii. to comply with a legal or regulatory obligation;  

iii. for the execution of a contract or preliminary procedures related to a contract to which the holder 

is a party, at the request of the holder; and  

iv. to serve their legitimate interests or those of third parties, except when fundamental rights and 

liberties of the holder prevail and require the protection of personal data. 
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VIII. What data is collected and for what purpose? 

 
a. Personal data  

Ventura collects and stores personal data (name, ID, address, e-mail, civil status, telephone 

number, among others), as well as financial and family information, exclusively for the performance of its 

activities. 

Data may be collected to identify people who visit Ventura's headquarters, branches, and other 

Ventura facilities. Personal data from customers and suppliers is obtained and used for issuing invoices 

and for measures related to accountability, as well as for drafting proposals and contracts. These are all 

examples of data processing, but, in compliance with the LGPD, Ventura will be able to process data 

without the need for the consent of the data subject. 

b. Sensitive personal data 

The Quality, Safety, Environment and Health (QSMS) and Human Resources (HR) teams, for 

example, process sensitive data. This information is necessary to certify the health of the employees, 

especially those on board, and to register medical licenses. As with personal data, Ventura follows the 

rules established by law for the processing of sensitive personal data. 

IX. For how long we use personal data? 

The personal data collected are used and stored by Ventura: (i) during the period necessary to 

achieve contractual purposes; (ii) during the legally stipulated period, which may vary depending on each 

situation and personal data; and (iii) until the withdraw of the consent expressly manifested by the holder 

of personal data. It is important to note that there are contractual and legal cases that authorize Ventura 

to keep the personal data of the holders even after the holder's consent has been revoked, as well as cases 

in which consent is unnecessary.  

X. How do we share personal data? 

 
Ventura shares data internally, internationally, and with third parties, according to the rules of this 

Policy, the Manual, and the applicable legislation. The recipients of the data are subject to contractual 

obligations of confidentiality and security imposed by law, which will be required through contractual 

formalization. 
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c. Internally:  sharing data with Company departments 
 

There is a continuous flow of information among the Company’s departments, which is necessary 

for carrying out its activities. 

As an example, Human Resources is responsible for collecting most of the employee’s data and 

sharing it with the Financial department in order to make payments; with the Logistics department, to 

issue air tickets and purchase road transportation tickets when necessary; and with the Information 

Technology department in order to register the employees on the Company systems. As to the suppliers' 

data, after they are registered in the Company systems, they might be shared with the Procurement 

department. 

 
d. Internationally: sharing data with branches abroad. 

 
In some cases, it might be necessary to share personal data with branches abroad. In these 

situations, Ventura will comply with the PCPD determinations and the applicable legislation. 

 
e. With third parties: sharing data with external parties and organizations 

 
Finally, in order to perform its activities, Ventura may share data with third parties. That occurs, 

for example, when employees are transported to the platform, in which case their personal data will be 

sent to the contractor. 

 

XI. How does Ventura protect personal data? 

 

All of Ventura’s employees must be aware of their duty to comply with the Governance Program 

for Data Protection and Privacy obligations in the processing of personal data, including reporting any 

violations or suspected offenses to the PGPD and the applicable legislation. Violation of personal data is 

the unauthorized use or for unauthorized purposes, the loss, the improper deletion of data, among others. 

It is important that clients and employees also make efforts to protect their personal data, 

pursuing to understand the purpose of the collection, and whenever they share their data, pay attention 

to keeping them correct and updated.  
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f. Mechanisms used for data protection 
 

Ventura uses several mechanisms in the protection of personal data, including antivirus with an 

automatic risk analysis; firewall; passwords for access to computers and systems; network encryption, 

unlocking only with domain authorized username and password. 

For more information regarding data protection security, it is suggested to consult the Manual 

or send a question to the DPO. 

g. Training of the employees 

Ventura will promote training in order to make all employees aware of the importance of 

ensuring privacy and protection of personal data. 

h. Monitoring 

The Company will undertake periodic audits to verify the implementation of the data protection 

program. 

XII. Wich are the data holder’s rights? 

The data holders have the right to obtain information about their data at any moment, through 

an explicit request made to the Company's DPO. This request must be made according to the instructions 

described in Chapter XIII of this Policy.  

These are the rights of data holders:  

a.  confirmation of the existence of data processing, that is, if the Company has personal 

data of the holder; 

b. access to the data; 

c. rectification of incomplete, inaccurate, or outdated personal data; 

d. anonymization, blocking, or erasure of personal data deemed unnecessary, 

excessive, or processed in breach of the LGPD, that is, the right to have your personal 

data that is unnecessary to the data processing, or that exceeds it, be made 

anonymous, blocked or deleted;  
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e. portability of the personal data to another service or product supplier, that is, the 

holder has the right to request that their data be sent to another service provider, 

with due regard for trade and industrial secrets of the Company;  

f. erasure of personal data processing based on the holder’s consent, except in the legal 

storage hypothesis;  

g. information regarding the public and private entities with whom the controller shared 

data, that is, the holder has the right to know with whom their data has been shared 

with by the Company;  

h. information about the possibility of not providing consent and about the 

consequences of refusal, that is, the holder has the right to know that he can refuse 

to consent to supply data and the consequences of the denial;  

i. withdrawal of the consent, that is, the holder may withdraw the authorization to use 

their data;  

j. oppose to the data processing performed based on the hypothesis of exemption from 

consent, in case of non-compliance with the Law, that is, the holder has the right to 

oppose to the processing of data carried out without consent and outside the legally 

allowed hypothesis. 

It is important to highlight that the rights of the holders will be duly respected by Ventura and 

may be restricted in face of pre-existent or supervening legal obligations, such as those that regard the 

duty to keep information. 

XIII. How can holders request information and exercise their rights? 

In case there is any doubt regarding this Policy, information on your personal data, or your rights, 

it is possible to directly contact the Data Protection Officer, Willemberg Souza, through:  

a. Ventura Petróleo S.A., CNPJ/MF no. 01785706/0001-79, located in Avenida Lacerda 

Agostinho, 1205, Virgem Santa, Macaé, CEP: 27.948-005.  

b. encarregado@venturapetroleo.com.  
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XIV. Updates in the Policy  

Any revision of this Policy that implies substantial changes must be communicated to clients, 

employees and suppliers. In any event, we recommend you periodically consult the terms of this Policy, 

which will be kept updated under the current legislation.  

  

 This Policy is effective as August 5th,  2021.  


